Safe Computing
Pll and Data Tracking

* "PlI" is short for personally identifiable information
* Any information that uniquely identifies you, such as:
« SIN (Canadian Social Insurance Number)
* age
* ethnicity
 phone numbers
* medical or financial info

* biometric data (iris of eye, fingerprints, face scan)



Safe Computing

Pll and Data Tracking

* A given website may use technologies, including something
called a "cookie", for a variety of legitimate purposes

* knowing when a user has been logged in
* remembering site viewing preferences for a future visit

* to make suggestions for what to look at, based on what you
browsed (say, at an online bookstore) in past sessions

 Where things get tricky is when a given website also loads
cookies attached to other domains

* These are called "third party cookies"”
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TECH IN 60 SECONDS:
WHAT IS A COOKIE?



https://www.youtube.com/watch?v=UkU-CfU_nec

"Not worried!"



"l trust the websites |
visit!"
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Blacklight

A Real-Time Website Privacy Inspector
By Surya Mattu

Who is peeking over your shoulder while you work, watch videos, learn, explore, and shop on the
internet? Enter the address of any website, and Blacklight will scan it and reveal the specific
user-tracking technologies on the site—and who’s getting your data. You may be surprised at
what you learn.

Scan Site

——
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Visited thestar.com/?redirect=true on May. 16, 2021, 00:50 ET Learn more WV

Blacklight Inspection Result

Blacklight works by visiting each website with a headless browser running custom

Ad trackers found on this site.
29 This is more than the average of seven that we found on A4
popular sites.

Third-party cookies were found.
58 This is more than the average of three that we found on v
popular sites.

% 0 E

@ themarkup.org

Visited sportsnet.ca on May. 17,2021, 09:06 ET Learn more WV

Blacklight Inspection Result

Blacklight works by visiting each website with a headless browser running custom

Ad trackers found on this site.
23 This is more than the average of seven that we found on v
popular sites.

Third-party cookies were found.
39 This is more than the average of three that we found on \V4
popular sites.

ﬁl This website loads trackers on your computer that are
1] designed to evade third-party cookie blockers.




Safe Computing
Pll and Data Tracking

o000 [ (< w O B @ themarkup.org e M +

russellgordon.ca | Scan Site

Visited russellgordon.ca on May. 17,2021, 09:07 ET Learn more WV

Blacklight Inspection Result i

Blacklight works by visiting each website with a headless browser running custom

 Se—




"Ehh... who cares, | don't do
anything | care about someone
seeing..."
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How Target Figured Out A

Teen Girl Was Pregnant _
Before Her Father Did How Companies Learn Your Secrets

A Kashmir Hill Former Staff
/
( Tech
Welcome to The Not-So Private Parts where technology & privacy collide

@ This article is more than 9 years old.

PLAY THE CROSSWORL

Every time you go shopping, you
share intimate details about your
consumption patterns with
retailers. And many of those

retailers are studying those details

to figure out what you like, what

you need, and which coupons are

most likely to make you happy. T A R G E T

Target , for example, has figured
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Frequently asked questions about cookies

May 2011

What is a cookie?

A cookie is a small piece of text that is placed on your computer when you visit a website. Cookies
were created so that information could be saved between visits to a website. They collect and store
information about you based on your browsing patterns and information you provide. Cookies
record language preferences, for example, or let users avoid logging in each time they visit a site.
Almost all of the most popular websites use them. Cookies can be very useful because, without
them, you would have to enter certain bits of your personal information each time you visit your
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It’s worrying, and potentially dangerous, when sol
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Judge rules $5 billion Google Chrome
Incognito mode lawsuit can go forward

Lawsuit contends that "private” browsing mode should block Google's web
tracking.

3/15/2021, 12:13 PM
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* What can you do to prevent this type of tracking?

» Change your default search engine
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* What can you do to prevent this type of tracking?
* Use ad-blocking technology
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* |t is not just browser cookies...

* Your ISP (Internet Service Provider) is also likely selling your
browsing history

 Sometimes using other methods to uniquely identify a user
 These are called "persistent trackers”

* Note that this is likely aggregated data, but do you want your
local ISP to know where and what you browse?
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Verizon, AT&T tracking their users
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By Craig Timberg
November 3, 2014

Verizon and AT&T have been quietly tracking the Internet activity of more than
100 million cellular customers with what critics have dubbed “supercookies” —
markers so powerful that it’s difficult for even savvy users to escape them.

The technology has allowed the companies to monitor which sites their
customers visit, cataloging their tastes and interests. Consumers cannot erase
these supercookies or evade them by using browser settings, such as the

“private” or “incognito” modes that are popular among users wary of corporate

or government surveillance.

Verizon and AT&T say they have taken steps to alert their customers to the
tracking and to protect customer privacy as the companies develop programs
intended to help advertisers hone their pitches based on individual Internet
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Safe Computing
Pll and Data Tracking

 What can you do to prevent this type of tracking?

» Use a virtual private network (VPN)
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Why Proton VPN? n NordVPN" Get NordVPN Help
When you use a VPN, you're entrusti
your privacy. Here's why you can trus
@ Open source Security features you can trust
() Independently audited
(» Strict no-logs policy Protect yourself online every day, wherever you are. Securely access apps, websit

@ Transparent entertainment.
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Safe Computing

Pll and Data Tracking

 OniOS, don't allow apps to track your activity across other apps
and websites
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If an app asks to track your activity

App Tracking Transparency allows you to choose whether an app can track your
activity across other companies’ apps and websites for the purposes of
advertising or sharing with data brokers.

With i0S 14.5, iPadOS 14.5, and tvOS 14.5, apps must ask for permission before tracking
your activity across other companies' apps and websites. Tracking occurs when
information that identifies you or your device collected from an app is linked with
information that identifies you or your device collected on apps, websites and other

Apple’s new ‘a pp traCking locations owned by third parties for the purposes of targeted advertising or advertising
9 )k measurement, or when the information collected is shared with data brokers. Learn more
transparency’ has angered

about app tracking and other privacy controls.
Facebook. How does it work,
what'’s all the fuss about, and
should you use it?

am EDT

If an app asks to track your
activity
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Safe Computing
Pll and Data Tracking

 The New York Times has published an entire guide on how to
"dox yourself" and then scrub as much of your personal
iInformation from the Internet as possible:

e0e I < !’! O & nhttps://open.nytimes.com/how-to-dox- fI] +

NYT Open

How to Dox Yourself on the Internet

A step-by-step guide to finding and removing your personal information from the
internet.

A

o ;'-. The NYT Open Team | 7\,‘» ;f,l,L-‘-;::r )

L ]
e e Feb?272020-5minread
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