
Safe Computing
PII and Data Tracking

• "PII" is short for personally identifiable information


• Any information that uniquely identifies you, such as:


• SIN (Canadian Social Insurance Number)


• age


• ethnicity


• phone numbers


• medical or financial info


• biometric data (iris of eye, fingerprints, face scan)
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• A given website may use technologies, including something 
called a "cookie", for a variety of legitimate purposes


• knowing when a user has been logged in


• remembering site viewing preferences for a future visit


• to make suggestions for what to look at, based on what you 
browsed (say, at an online bookstore) in past sessions


• Where things get tricky is when a given website also loads 
cookies attached to other domains


• These are called "third party cookies"
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https://www.youtube.com/watch?v=UkU-CfU_nec


"Not worried!"



"I trust the websites I 
visit!"
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☺



"Ehh... who cares, I don't do 
anything I care about someone 

seeing..."
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Safe Computing
PII and Data Tracking

• "Doxxing" or "document 
dropping" is "the act of 
publicly revealing 
previously private personal 
information about an 
individual or organization."


• "Methods employed to 
acquire such information 
include searching 
publicly available 
databases and social 
media websites (like 
Facebook), hacking, and 
social engineering."
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Safe Computing
PII and Data Tracking

• What can you do to prevent 
this type of tracking?


• Use a privacy-focused 
browser

https://www.apple.com/ca/safari/
https://www.mozilla.org/en-CA/firefox/new/
https://brave.com/download/?ref=rad078


Safe Computing
PII and Data Tracking
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• What can you do to prevent this type of tracking?


• Change your default search engine
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• What can you do to prevent this type of tracking?


• Use ad-blocking technology
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• Toronto Star sports page, without ad-blocking... 42.1 MB "
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• Same page with ad-blocking... page weighs in at 23.2 MB #
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Safe Computing
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• It is not just browser cookies...


• Your ISP (Internet Service Provider) is also likely selling your 
browsing history


• Sometimes using other methods to uniquely identify a user


• These are called "persistent trackers"


• Note that this is likely aggregated data, but do you want your 
local ISP to know where and what you browse?
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Safe Computing
PII and Data Tracking

• What can you do to prevent this type of tracking?


• Use a virtual private network (VPN)
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Safe Computing
PII and Data Tracking

• On iOS, don't allow apps to track your activity across other apps 
and websites
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Safe Computing
PII and Data Tracking

• The New York Times has published an entire guide on how to 
"dox yourself" and then scrub as much of your personal 
information from the Internet as possible:
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